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Border Security:
Lessons from All Over*

*Inspired by Bill Cheswick’s classic talk and
The New Border Wars by Klaus Dodds.

John Kristoff
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Outline
● Introduction

● Walls, Admission Control, and Blockades

● Censorship

● Shutdowns, Fragmentation, and Techno-nationalism

● Border Pliancy

● Routing Around “Damage”
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Introduction

3



daemoncon 2023 - Border Security - jtk

What Border?

4



daemoncon 2023 - Border Security - jtk

Network Border “Classic”
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Will the Real Border Please Stand Up
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Origins, Destinations, and Transit
● Communications “intent” determined where?

● Who (or what) understands intent?

● Ends vs. Middle

● Path(s) and State

● A border = function placement
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Experiment
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Ask any old R&E net or sec op:
“What was your opinion of the Packeteer?”



daemoncon 2023 - Border Security - jtk

Walls, Admission Control, and Blockades
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Walls
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Admission Control
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Blockades
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Censorship
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Measurement (censoring)
● https://ooni.org

● https://censoredplanet.org/
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The GFW is more (less) than a FW
● HTTP fetches with “bad text ” in URLs

● Tor blocking

● “Western” content/service censorship

● 8.8.8.8 graffiti in TR

● Oh… and HTTP/TCP reflection/amplification! Oops
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Shutdowns, Fragmentation, and 
Techno-Nationalism
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Shutdowns
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Fragmentation
● Hot topic, search for “Internet Fragmentation”

● https://splintering.net/
● https://www.cfr.org/report/confronting-reality-in-cyberspace

18

https://splintering.net/
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Techno-Nationalism
● Well-known concept

● We’re beginning to see Internet versions all over

○ Various UN committee efforts

○ DNS4EU

● There seem to be rogue actors too

○ e.g., threats to standards community governance
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Border Pliancy
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Border Disputes
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Border Changes
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New Borders
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Routing Around Damage
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Thank You

John Kristoff

https://dataplane.org/jtk

infosec.exchange/@jtk
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