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Timeline - Prelude and Initial Reactions

Prelude Ukraine Requests Internet Sanctions
Troop movements. U.S. President Joe Biden In letters to ICANN and RIPE, calls for
issues public warning of “strong economic suspension of Russian Internet resources.

and other measures” to Russia.

2022-02-24 2022-03-01
2021-Q4 2022-02-28
Russia Invades Ukraine EU Sanctions Russian Media
Kyiv and Kharkiv come under heavy assault. Sputnik News and RT/Russia Today (RT
Widespread international condemnation. English, RT UK, RT Germany, RT France, and

RT France) broadcast suspensions begin.
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Initial Internet Vendors and Community Reactions

Infoblox Removes UA from EECN IP Feed

For humanitarian reasons, UA addresses
removed. Also advertised their “Sanctions IP”
feed that could be used for blocking.

2022-03-04

Independent Internet Sanctions Proposal
One member of European Parliament and over

30 tech industry leaders propose a framework
for Internet sanctions.

2022-03-23

2022-03-01 2022-03-10

Some ISPs Cease RU Operations

Our Research Formally Began

Cogent disconnects RU customers on March We began and fits, starts and pauses. This is

5. Lumen follows suit a few days later.
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the creation date of our git repo. Eventually we
got to today.



Motivation

<= The Internet Sanctions Project

Welcome to the Internet Sanctions Project

This is an open, Internet community governed, project which produces real-time BGP and RPZ data feeds of network resot
and domain names) associated with sanctioned entities. These data feeds facilitate Internet network operators in complyi
against violators of international and human rights law.

Why does this project exist?

Sanctions have been used as a tool of statecraft for thousands of years, but their use has become particularly widespread
sanctions used since the Second World War and until the start of the new Millennium were employed through the United |

At tha llnitad Natinne Cacivitis Canncill (TINCOY hae maAannt that 2 niimhbar af natinnal AanvAarnmante and raninnal Araanicatia
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Research Questions

Compliance
Are Internet-based sanctions being implemented?

Methodology
How are Internet sanctions implemented and enforced?

Results
How effective (consistent and complete) is enforcement?
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Measurement Platforms Overview

OONI

RIPE Atlas
eduVPN
Dataplane.org

NLNOG RING
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Uncover evidence of internet censorship

worldwide

Open data collected by the global OONI community

( Explore )

24

FOCI 24



jtk FOCI 24



Access institutional
applications from anywhere!
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Dataplane.org vantage point map
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Introduction

Motivation

I've noticed that there are a lot of friendly ‘shell access’ exchange deals between
network operators. This makes it easier for parties to debug network issues and
troubleshoot ‘from the outside’. A point of view outside your network is absolutely
essential, seeing what others see is a useful thing with a variety of network
problems. Well known examples are ‘it works for even numbered ip address, but not
for odd numbered ip address via this and this route’.

FOCI 24
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What Internet Resources in a Sanctions List?

Internet identifiers historically an afterthought
We focused on primary domain names of sanctioned media
Based primarily on EU decisions (“packages”)

We also consider the US OFAC list and control resources

FOCI 24
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How was sanctioning measured?

Platform IP/TCP | DNS | TLS | HTTP(S)
OONI TCPonly | V v/ | HTTPS only
RIPE Atlas X v X X
EduVPN v v X v
Dataplane.org v X X v
NLNOG RING v X X v

FOCI 24
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77% of enforcement occurs within first three months
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Blocking methods as seen by OONI

dns.nxdomain
dns.contirmed
dns.bogon

tcp.timeout

tls.bad_cen
dns.timeout
tcp.bad_file_descriptor
tis.tis_lllegal_parameter

53

| | | | I | | |
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DNS Blocking as Seen

First sanctions

Mirror pages

IPE Atlas
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Blocking as seen from NRENs

DNS+net blocked

Partial
blocking
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Network-layer blocking as seen from hosting providers
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User-view of sanctions - (NL) “per request of the EU“

&_s\z:) kpn

Deze pagina is onbereikbaar

Op verzoek van de EU is dit domein momenteel geblokkeerd. We zijn ons bewust van de discussie en bezwaren over het blokkeren van websites, maar
geven hiermee gevolg aan een expliciete opdracht vanuit de overheid. Bovenal hopen we dat de oorlog in Oekraine snel voorbij is en proberen we waar

nodig te helpen.

@9 kpn

Alle voorwaarden | Missie en privacy statement | Security | Report Vulnerability | Beveiligingslek melden | Over KPN
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User-view of sanctions - (AT) bl

Netzsperren LIWEST

Hier finden Sie die aktuelle Auflistung aller von LIWEST gesperrter Seiten:

Domain/IP
kinox.to
moviedk.to
kinox.tv

kinox.am

kinox.nu

kinox.pe

kinox.me
moviedk.tv
moviedk.me
movie.to
movie2k.pe
movie2k.cm
szene-streams.com
filme-streamz.com

kkiste.to

Kléger / Rechteinhaber

Allegro Film-Verwertungs GesmbH

Allegro Film-Verwertungs GesmbH

Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH
Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH

Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH

Allegro Filmproduktions GmbH und Ulrich Seidl Filmproduktion GmbH

ren it A

FOCI 24

ock list with start date

Gesperrt seit
19.10.2015
19.10.2015
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016
16.12.2016

16.12.2016
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User-view of sanctions - (PT) generic block list

AVISO ’ IGAC

INSPECAO-GERAL
DAS ATIVIDADES
CULTURAIS

Os conteldos a que esta a tentar aceder encontram-se bloqueados e estdo

protegidos por Direitos de Autor e Direitos Conexos.

O seu acesso, utilizagdo e/ou divulgagdo, sem autorizagdo do respetivo titular, é

crime previsto e punido por Lei.

FOCI 24
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Discussion
Blocking transparency
Mirror pages
Sanctions enforcement in NRENs

Enforcement mechanism placement
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Conclusions

Coordination, inconsistency, and precision

Future work
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Thank you, contact information

Contact: John Kristoff
& jkrist3@uic.edu
jtk@dataplane.org

https://dataplane.org/jtk/

G @infosec.exchange@jtk
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