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Timeline - Prelude and Initial Reactions
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2022-02-28

Ukraine Requests Internet Sanctions

In letters to ICANN and RIPE, calls for 
suspension of Russian Internet resources.

2022-03-01

EU Sanctions Russian Media

Sputnik News and RT/Russia Today (RT 
English, RT UK, RT Germany, RT France, and 
RT France) broadcast suspensions begin.

2021-Q4

Prelude

Troop movements. U.S. President Joe Biden 
issues public warning of “strong economic 
and other measures” to Russia.

2022-02-24

Russia Invades Ukraine

Kyiv and Kharkiv come under heavy assault. 
Widespread international condemnation.
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Initial Internet Vendors and Community Reactions
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2022-03-10

Independent Internet Sanctions Proposal

One member of European Parliament and over 
30 tech industry leaders propose a framework 
for Internet sanctions.

2022-03-23

Our Research Formally Began

We began and fits, starts and pauses.  This is 
the creation date of our git repo. Eventually we 
got to today.

2022-03-01

Infoblox Removes UA from EECN IP Feed

For humanitarian reasons, UA addresses 
removed.  Also advertised their “Sanctions IP” 
feed that could be used for blocking.

2022-03-04

Some  ISPs Cease RU Operations

Cogent disconnects RU customers on March 
5. Lumen follows suit a few days later.
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Motivation
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Research Questions
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Compliance

Are Internet-based sanctions being implemented?

Methodology

How are Internet sanctions implemented and enforced?

Results

How effective (consistent and complete) is enforcement?
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Measurement Platforms Overview
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OONI

RIPE Atlas

eduVPN

Dataplane.org

NLNOG RING
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What Internet Resources in a Sanctions List?
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Internet identifiers historically an afterthought

We focused on primary domain names of sanctioned media

Based primarily on EU decisions (“packages”)

We also consider the US OFAC list and control resources
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How was sanctioning measured?
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77% of enforcement occurs within first three months
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Blocking methods as seen by OONI
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First sanctions

DNS Blocking as Seen by RIPE Atlas
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Mirror pages

Near-zero 
blocking
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DNS+net blocked

Blocking as seen from NRENs
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Partial 
blocking
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RU

Network-layer blocking as seen from hosting providers
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User-view of sanctions - (NL) “per request of the EU“
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User-view of sanctions - (AT) block list with start date
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User-view of sanctions - (PT) generic block list
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Discussion
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Blocking transparency

Mirror pages

Sanctions enforcement in NRENs

Enforcement mechanism placement
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Conclusions

23

Coordination, inconsistency, and precision

Future work



jtk FOCI 24

Thank you, contact information
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@infosec.exchange@jtk

Contact: John Kristoff

        jkrist3@uic.edu

        jtk@dataplane.org

https://dataplane.org/jtk/

mailto:jtk@depaul.edu

