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● Introduction
● DNS centralization, security, and privacy
● BGP routing security and the RPKI
● Internet censorship and fragmentation

Agenda
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● System of subsystems
○ Naming, Routing
○ Cabling, Airspace, Facilities
○ PKI
○ Number allocation and management
○ …

Internet Infrastructure Systems
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● Few know infrastructure subsystems well
● Fewer talk to the press about them
● Very few are operationally involved in events
● Change is hard and slow
● Never underestimate the installed base

Underlying themes
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● The DNS is not so simple anymore was it ever?

○ DNS over HTTPS (DoH)
○ QNAME minimization
○ DNSSEC

Caveats (DNS)
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● ISPs historically provided the resolvers
● OpenDNS created a market

○ Google/Cloudflare now own it
● Pros / Cons ?

Query privacy and control
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Shared unicast addressing
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● “Clouding up the Internet: how centralized is 
DNS traffic becoming?” (IMC ‘20) Moura, et al.

● “Measuring DNS-over-HTTPS performance 
around the world” (IMC ‘21) Chhabra, et al.

● “An End-to-End, Large-Scale Measurement of 
DNS-over-Encryption: How Far Have We 
Come?” (IMC ‘19) Lu, et al.

Reading
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What routers do

11



Hot Topics - jtk

Who routes?
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● Destination address
● TTL / hop limit

Must-haves for routing
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● Autonomy
○ Everyone’s view of the world is distinct
○ Policy

Key to BGP
*And the Internet, in practice
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Shared unicast addressing

15



Hot Topics - jtk

Resource Public Key Infrastructure
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● “Mind your MANRS: measuring the MANRS 
ecosystem” (IMC ‘22) Du, et al.

● IETF RFC 4593 - Generic Threats to Routing 
Protocols

● “Securing BGP - A Literature Survey” (IEEE 
Communications Surveys & Tutorials) Huston, 
et al.

Reading
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Internet Censorship and Fragmentation
● aka Splintering

● Walled Gardens

● Firewalls and block lists

● Hijacks

● Shutdowns
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Walls
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Admission Control
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Blockades

21



Hot Topics - jtk

The GFW is more (less) than a FW
● HTTP fetches with “bad text ” in URLs

● Tor blocking

● “Western” content/service censorship

● 8.8.8.8 hijacking and answer injection

● Oh… and HTTP/TCP reflection/amplification! Oops
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Shutdowns
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Techno-Nationalism
● We’re beginning to see Internet versions all over

○ Various UN committee efforts

○ DNS4EU

○ EU tech alternatives movement

● There are rogue actors too

○ e.g.,threats to standards, governance, RIRs
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Border Disputes
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Border Changes
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New Borders
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● “Internet Sanctions on Russian Media: Actions 
and Effects” (FOCI ‘24) Kristoff, et al.

● OONI research reports 
https://ooni.org/reports/

● “Confronting Reality in Cyberspace: Foreign 
Policy for a Fragmented Internet” (Council on 
Foreign Relations Task Force Report), Fick et al.

Reading
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Thank you, contact information
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Contact: John Kristoff
       jtk@dataplane.org

  https://dataplane.org/jtk/

  https://infosec.exchange/@jtk
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