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Overview

~500 sensor nodes in ~100 nets
Unadvertised service (no A/AAAA/MX RRs)
Data window: 2024-01-01 to 2024-03-31
27+ million events

o connect, helo, ehlo, rcpt to, ..., Ibody
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IP dst addr as int

le9

An SMTP source seen at the most dst addrs
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IP dst addr as int
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Busiest SMTP scanner (lots of RCPT TO:)
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IP dst addr as int
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Targeted scanning, until not

3.5 1

3.0 T

2.5 1

2.0

1.5

1.0

0.5 A

0.0 A

2024-01-02

2024-01-06

2024-01-10

Date

NANOG 93

2024-01-14

2024-01-18



le9

Shadowserver SMTP activity
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Internet-Measurement.com
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One of >600 Shadowserver sources
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Heatmap of Key Scanners Activity
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Thank you, contact information

Contact: John Kristoff
® jtk@dataplane.org

https:/dataplane.org/jtk/

G https:./infosec.exchange/(@jtk
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